
TOP DATA BREACHES  
IN THE LAST YEAR 

Numbers are estimates and attribution is likely. 

PharMerica 
  DATE:  
May 16, 2023

  THREAT ACTOR:  
Money Message

  NUMBER OF PEOPLE AFFECTED:  
5.8 million 

  DATA ACCESSED:  
Names, DoBs, SSNs, medication lists,  
and health insurance info

IBM/Colorado Department of 
Health Care Policy & Financing 
Colorado Department of Health Care Policy & Financing’s  
data was exposed through IBM, their contractor  

  DATE:  
August 11, 2023

  THREAT ACTOR:  
CL0P

  NUMBER OF PEOPLE AFFECTED:  
4.1 million 

  DATA ACCESSED:  
Full names, SSNs, Medicaid and Medicare ID numbers,  
DoBs, home addresses, contact info, income info,  
demographic data, clinical data, and health insurance info 

T-Mobile 
  DATE:  
January 19, 2023

  THREAT ACTOR:  
Unknown

  NUMBER OF PEOPLE AFFECTED:  
Approximately 37 million

  DATA ACCESSED:  
Names, billing addresses, emails, phone numbers,  
dates of birth (DOB), account numbers, numbers of lines 
on the account, and service plan features 

X  (Formerly known as Twitter)

  DATE:  
January 4, 2023 

  NUMBER OF PEOPLE AFFECTED:  
Approximately 200 million users

  DATA ACCESSED:  
Public account details such as email address, account 
name, handle, account creation date, and follow count 

  THREAT ACTOR:  
Unknown ~200  

MILLION 
people affected

 63 GB OF DATA 
was transferred  
to the Dark Web 

Progress Software 
The MOVEit vulnerability

  DATE:  
May 27, 2023

  THREAT ACTOR:  
CL0P

  NUMBER OF PEOPLE AFFECTED:  
More than 2,100 organizations; at least 62 million people  

  A GLIMPSE AT THE AFFECTED ORGANIZATIONS: 

2,100+ 
organizations affected

 May 28:  The State of Maine, affecting 1.3 million individuals 

 June 3:  The Government of Nova Scotia,  
impacting 100,000 past and present employees 

 June 5:  Various organizations in the BBC 

 June 12:  Ernst & Young, Transport for London, and Ofcom 

 June 15:  United States Department of Energy,  
among other US government organizations 

 June 16:  Louisiana Office of Motor Vehicles and Oregon Driver  
& Motor Vehicle Services, affecting millions 

 August 25:  Emsisoft, impacting more than 1,000 organizations 

Motel One 
  DATE:  
September 30, 2023

  THREAT ACTOR:  
BlackCat 

  NUMBER OF PEOPLE AFFECTED:  
Unknown 

  DATA ACCESSED:  
24.5 million files, including PDF & RTF booking confirmations 
for the past three years, containing name, address, dates of 
reservation, payment methods, and contact information

Threat actor:

BLACKCAT 
 24.5 MILLION  

 FILES  were  
accessed

JD Sports 
  DATE:  
January 30, 2023

  THREAT ACTOR:  
Unknown

  NUMBER OF PEOPLE AFFECTED:  
10 million  

  DATA ACCESSED:  
Names, billing and shipping addresses, phone numbers, 
order details, and the last four digits of payment cards

10 MILLION 
people affected

Freecycle 
  DATE:  
September 4, 2023

  THREAT ACTOR:  
Unknown

  NUMBER OF PEOPLE AFFECTED:  
7+ million 

  DATA ACCESSED:  
Usernames, User IDs, email addresses, and passwords

Industry targeted: 

NON-PROFIT  
ORGANIZATION 

Maximus 
  DATE:  
July 27, 2023

  THREAT ACTOR:  
CL0P

  NUMBER OF PEOPLE AFFECTED:  
8-11 million 

  DATA ACCESSED:  
Personal information including social security numbers 
(SSNs), and health information

Threat actor:

CL0P

 8-11 MILLION  
SSNs  were stolen

Threat actor:

MONEY 
MESSAGE

Exposed through 
their contractor:

IBM
Threat actor:  

CL0P 

FOR MORE INFORMATION, VISIT  WWW.BLACKPOINTCYBER.COM  

SECURITY DELIVERED, GROWTH EMPOWERED. 

Have our world-class, nation-state-grade  
cybersecurity ecosystem work for you. 

AirAsia 
  DATE:  
November 11-12, 2022

  THREAT ACTOR:  
Daixin Team

  NUMBER OF PEOPLE AFFECTED:  
5 million 

  DATA ACCESSED:  
IDs, names, booking IDs, photos, security  
questions/answers, birth cities, and more 

Threat actor: 

DAIXIN 
TEAM 

2 IN 
2023
T-Mobile had 
two data 
breaches  
in 2023 

https://blackpointcyber.com/?utm_source=resources&utm_medium=pdf&utm_campaign=2312_infographic_top-data-breaches-in-the-last-year&utm_content=infographic&utm_term

