
CIS Controls + Blackpoint 
Control Checklist 
Work towards CIS Controls compliance with 
Blackpoint’s Active Cybersecurity 

What are the CIS Controls?  
The CIS Controls are a set of best practice guidelines for securing information systems and data,  
developed by the Center for Internet Security (CIS). They’re designed to provide organizations with  
a clear and concise framework for protecting their IT environments against cyberthreats.   

What’s this guide for? 
With this checklist, you can see how Blackpoint helps your organization meet various CIS Controls 
compliance requirements.  

Topline Takeaways 
Blackpoint Cyber helps meet requirements within CIS Control numbers one (1), eight (8), 13, and 17. 

Control Checklist  
Blackpoint helps meet the following controls: 
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1

1.1 Establish and Maintain Detailed Enterprise Asset Inventory 
IG1 
IG2 
IG3

1.2 Address Unauthorized Assets 
IG1 
IG2 
IG3

1.3 Utilize an Active Discovery Tool IG2 
IG3 

1.5 Use a Passive Asset Discovery Tool IG3



Control Checklist  
Blackpoint helps meet the following controls: 

8

8.2 Collect Audit Logs 
IG1 
IG2 
IG3

8.3 Ensure Adequate Audit Log Storage 
IG1 
IG2 
IG3

8.4 Standardize Time Synchronization IG2 
IG3

8.5 Collect Detailed Audit Logs IG2 
IG3

8.6 Collect DNS Query Audit Logs IG2 
IG3

8.7 Collect URL Request Audit Logs IG2 
IG3

8.8 Collect Command-Line Audit Logs IG2 
IG3

8.9 Centralize Audit Logs IG2 
IG3

8.10 Retain Audit Logs IG2 
IG3

8.11 Conduct Audit Log Reviews IG2 
IG3

13

13.1 Centralize Security Event Alerting IG2 
IG3

13.2 Deploy a Host-Based Intrusion Detection Solution IG2 
IG3

13.7 Deploy a Host-Based Intrusion Prevention Solution IG3

13.11 Tune Security Event Alerting Thresholds IG3

17

17.2 Establish and Maintain Contact Information for  
Reporting Security Incidents 

IG1 
IG2 
IG3

17.4 Establish and Maintain an Incident Response Process IG2 
IG3

17.5 Assign Key Roles and Responsibilities IG2 
IG3

17.6 Define Mechanisms for Communicating During  
Incident Response 

IG2 
IG3
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To learn more about CIS Controls, visit the Center for Internet Security’s website.

https://www.cisecurity.org/controls/cis-controls-list

