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First Identified:
2024

Operation style:
Ransomware-as-a-Service (RaaS), affiliates
reportedly make 90% of ransom payments.

Extortion method:

Double extortion — combining the traditional
ransomware extortion method (encryption)
with exfiltration of victim’s sensitive data; the
group threatens to leak the data via a data
leak site if the ransom demand is not paid.
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- xecutive Summary

Most frequently targeted industry:
e Technology

Most frequently targeted victim
HQ region:

e North America

Known Associations:
+ Koley

¢ Nothcy

¢ Alphv Ransomware

¢ Knight Ransomware

e Scattered Spider



Description

Ransomhub is a ransomware-as-a-service
(RaaS) operation that was first identified in
February 2024. The group has been assessed to
be related to the Alphv ransomware group,
likely due to multiple former Alphv affiliates
being observed using the Ransomhub
ransomware. Additionally, security researchers
with Symantec reported that the Ransomhub
and Knight ransomware operations share
significant overlap of code. The overlap has been
assessed to likely be due to the Knight
ransomware source code being sold on
cybercriminal forums after the Knight operators
halted operations rather than a cooperative
relationship between the two operations.

Two former Alphv affiliates, Notchy and
Scattered Spider, have been linked to the
Ransomhub operation. Scattered Spider was
linked by the observation of STONESTOP and
POORTRY in a Ransomhub cyberattack. Both
STONESTOP and POORTRY have been
previously linked to the Scattered Spider threat
group. Notchy was likely to Ransomhub when
the group posted Change Healthcare on their
data leak site after the Alphv group reportedly
pulled an exit scam after taking credit for the
attack. It is widely believed that the Notchy
affiliate took the stolen data to Ransomhub to
re-extort the victim.

Ransomhub is written in Golang and C++,
according to an advertisement on a dark-web
forum. The post also stated the malware is
obfuscated using abstract syntax tree (AST) and
built daily, the ransomware operators take 10%
commission from affiliates in the RaaS model,
and the asymmetric algorithm is based on
x25519 and the encryption algorithm is adjusted
in AES256, ChaCha20, and XChaCha20. The
ransomware supports targeting Windows, Linux,
ESXi, and devices running on MIPS architectures.

THREAT PROFILE: RANSOMHUB RANSOMWARE

Ransomhub affiliates are
offered 90% of ransom
payments, with the

core group taking

a 10% commission.

Ransomhub initial access methods likely vary
depending on the affiliate deploying the
ransomware. It is likely that the affiliates gain
access using tried-and-true methods such as
social engineering, vulnerability exploitation,
valid accounts, and initial access brokers (IABs).

Little is known about the inner workings of the
Ransomhub operation as the group is new to the
landscape. However, the group has proven they
are capable and pose a credible threat to
organizations and it is likely that additional
analysis will be completed over the next 12
months.



Previous Targets:
Ransomhub
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Previous Targets:
Ransomhub

Previous Victim HQ Regions from 01 Feb 2024 to 30 Jun 2024
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Data Leak Site:
Ransomhub

visits: 603
Data Size: 300Gb
Published: False

Visits: 614
Data Size: 700 GB
Published: False

Visits: 257
Data Size: B65GB

Published: False

hxxp://ransomxifxwcb5eteopdobynonjctkxxvap77yqifu2emfbecgbqdw6qd[.Jonion
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Known Exploited
Vulnerabilities

ZeroLogon (CVE-2020-1472) (CVSS: 10)

Privilege Escalation Vulnerability
Product Affected: Netlogon

THREAT PROFILE: RANSOMHUB RANSOMWARE


https://nvd.nist.gov/vuln/detail/cve-2020-1472

Assoclations:
Ransomhub

Koley

The user profile on RAMP, a cybercriminal forum, that has previously advertised the Ransomhub
Raa$S operation.

Notchy

A former Alphv ransomware affiliate that has been assessed to be working with the Ransomhub
ransomware operation.

Alphv Ransomware

Ransomhub’s encryptor was analyzed by Forescout security researchers, who reported several
similarities to the Alphv encryptor. Additionally, several lines of the ransom note appeared to be
copied from the Alphv ransom note.

Knight Ransomware

Security researchers reported that Ransomhub and Knight ransomware variants have a significant
overlap in code. However, Knight's source code was sold on cybercriminal forums after the group
halted operations; it is likely that the Ransomhub operators purchased the source code.

Scattered Spider

Ransomhub incidents have been observed utilizing STONESTOP and POORTRY, tools that have
been linked to the Scattered Spider ransomware affiliate group. There is an even chance that
Scattered Spider moved to the Ransomhub operation after Alphv ransomware exited the
landscape.
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Known Tools:
Ransomnub

A remote monitoring and network discovery tool that provides a
Atera comprehensive security scan and complete view of all your end-user
networks and devices.

cmd A program used to execute commands on a Windows computer.
EDRKIillShifter A tool designed to terminate endpoint protection software.

A tool that restarts all IIS services, shutting down any active |IS worker

iisreset.exe . - .

processes in the process and killing them if they do not stop.
iisrstas.exe An Internet Information Services reset control.
NetScan A utility that scans within a subnet or IP range to check for devices.

A Windows driver that implements process termination and requires a
POORTRY ariver that Imp  Proc d

userland utility to initiate the functionality.

A utility tool that allows users to control a computer from a remote
PsExec

location.

A tool that focuses on using native windows functions/features for post
SMBEXxec exploitation and expanding access on a network after you gain some
credentials for a local or domain account.

A remote desktop application that allows users to remotely access their
Splashtop Windows, Mac, and Linux computers from any Windows, Mac, iOS,
Android, and Chromebook device.

A Windows userland utility that attempts to terminate processes by
STONESTOP
creating and loading a malicious driver, POORTRY.

TOR An open-source software for enabling anonymous communication, making
it more difficult to trace a user’s internet activity.
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Known Tools:
Ransomnub

A Windows service that allows taking manual or automatic backup copies

VssAdmin )
of computer files or volumes.
. A command utility used primarily to register a provider on the computer
wevutil N . )
and can be used to retrieve information about even logs and publishers.
A utility that provides a command-Lline interface for Windows
WMIC y atp

Management Instrumentation.
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cmd.exe
cmd.exe
Defense Evasion CIIEHEEE
cmd.exe
cmd.exe

cmd.exe

Observed Ransomnhub
Behaviors: Windows

/c iisreset.exe [stop

/c vssadmin.exe Delete Shadows /all /quiet
/c wevtutil cl application

/c wevtutil cl security

/c wevtutil cl system

/c wmic.exe Shadowcopy Delete
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MITRE ATT&CK Mapp

Ransomnub

Execution

T1047: Windows Management Instrumentation
T1059: Command and Scripting Interpreter
Defense Evasion

T1070: Indicator Removal

Impact

T1486: Data Encrypted for Impact

T1489: Service Stop

T1490: Inhibit System Recovery

T1657: Financial Theft
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.003: Windows Command Shell

.001: Clear Windows Event Logs
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