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EXTERNAL SCAN

Latest External Scan was on September 18, 2024
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MDR ESSENTIALS

THE ESSENTIAL SECURITY EVERY BUSINESS NEEDS.

Blackpoint MDR Essentials is purpose-built for MSPs who need to deliver
enterprise-grade cybersecurity without complexity or overhead. It brings
together powerful endpoint and cloud protection with identity-focused
threat detection, Al-enhanced analytics, and 24/7 expert response.

Remove Resource
Constraint

You and your team can focus on what
matters, your business, knowing you
have a team of experts monitoring and
responding to threats on your behalf

Expand Your Business

With advanced endpoint to cloud
technology, you can work anywhere and
everywhere knowing your business is
backed by proprietary tech built to detect
signs of threat before damage is done.
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Confidently check the box knowing
you have a team of experts delivering
continuous threat monitoring and real-
time response.

REAL PEOPLE, RESPONDING TO REAL THREATS,
WITHOUT THE NEED FOR ADDITIONAL RESOURCES.

THREAT ACTOR
TRIES TO GAIN ACCESS

CONTAIN THREAT

Blackpoint SOC contains the threat
by disabling cloud account or
isolating endpoint

HUMAN PHONE CALL

Blackpoint SOC experts call
partner POC to alert of threat

SNAP ALERTS

Blackpoint proprietary tech alerts
to suspicious threatening behavior
in environment

HUMAN ANALYST REVIEW

Blackpoint’s team of
experts triage the alert

CUSTOM REMEDIATION
REPORT

Partner receives custom incident
report with remediation guidance




@blockpoint OTHER SOLUTIONS

THREAT Leverages proprietary technology to deliver unparalleled Relies on a basic EDR framework, lacking

DETECTION protection, including detecting lateral movement, enumeration, and the advanced detection capabilities
living-off-the-land (LOTL) techniques before they escalate: Stops needed to combat sophisticated threats
threats early, blocks stealthy attacks, and ensures faster, more like lateral movement and living-off-the-
accurate threat identification and response. land techniques.

INTEGRATIONS Seamlessly integrates with leading EDR platforms like SentinelOne  Lack of EDR integrations, leading to gaps
and CrowdStrike, enhancing defense-in-depth by correlating across the attack surface and a disjointed
telemetry, improving situational awareness, and strengthening security stack that does not communicate

visibility and control: Improves detection and adds value to existing with one another.
tools for a layered defense strategy.

SOPHISTICATION Al-Enhanced for real-time threat detection, enhancing accuracy You cannot protect what you cannot see
and providing dynamic asset visibility with detailed mapping of and without a platform that is built to
devices and connections: Enables full situational awareness and deliver visibility, other solutions fall short
faster, smarter responses to complex threats and miss more complex signs of threat

REAL-TIME Provides constant monitoring and live remediation for every Focused on automated alerts that the

RESPONSE incident, with immediate follow-up via phone or email: Ensures partner still has to manage and respond
incidents are resolved in real-time, reducing downtime and to. This leaves too much time for damage
minimizing impact on business operations. to be done and resource constraint.

The Blackpoint MDR platform has been vital to stopping threats We would test them and they would catch them and alert us and

across our client base let them know that that’s happening.They really put their money

AJ Keehn, CISO of Cloud IT where theinestils
Shaun Sexton, Co-founder of Blue Alliance

Stop Threats Unified Faster Human-Led MSP-Friendly
Others Miss Security Across Response, SOC, Always- by Design
Go beyond basic Environments Fewer Breaches On Multi-tenant support,

EDR with behavior- partner access to

) Protect on-prem and Patented technology Around-the-clock threat
Ibasec.i detectlon., cloud assets, including blocks lateral movement monitoring and response dashboargls, and .
identity cor.relatlon, Office 365, Google and privilege abuse by Blackpoint’s expert seamles.s mtegrat.lons
a.nd prgactlve threat Workspace, and Duo, before attackers gain analysts streamline qperatlons
disruption. with a single, integrated control. and.scale with your
solution. business.

The fact that they see it, mitigate it and then reach out and let us Blackpoint is sort of the cornerstone for us of our security

know what’s going on is just more than we could have expected. framework. It serves a role of being able to be our overwatch, be
our eyes and ears to see all the things we don’t see

Michael Pfaff, Director of Operations at Network Data
Security Experts Colby Rogness, CTO at Complete Network Integration




